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@ Censored Planet

CENSORED PLANET LAB

Current State of Censorship Research

Reliance on Black Box Experiments Safety Risks at Scale
Researchers must infer censorship mechanisms from the Running exhaustive
outside, relying on limited and noisy measurement data. measurements can be dangerous,

exposing researchers and
collaborators to safety risks .
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SEP B8, 2825 11:88 PM A NEWSLETTERS SUBSCRIBE CDPBS NEWS WEEKEND

. . . Massive leak exposes how
Massive Leak Shows How a Chinese Company Is Exporting China’s ‘Great Firewall’ is

o o
the Great Firewall to the World being exported to other
Geedge Networks, a company with ties to the founder of China’s mass censorship infrastructure, is selling Countrles
its censorship and surveillance systems to at least four other countries in Asia and Africa. o o e

Massive “Great Firewall of China” data Leaked files show a Chinese conipany

leak reveals surveillance tech Silk Road Jis exporting the Great Firewall’s
censorship technology

Published: 15 September 2025 - Last updated: 16 September 2025 ]

Leak of Geedge Networks internal documents (100,000+ from Jira,
Confluence, GitLab) #519
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The Geedge Networks Data Leak

LEAK COMPOSITION 572 GiB total - commits thru Nov 2024

Repo Mirror 463 Git 59 Conf 46 .

B Repo Mirror 463 GiB m Git 59 GiB B Confluence 46 GiB m Jira 2.5 GiB

Category File Key Contents
mirror/repo.tar RPM bundles: Firewall, libcbd, QDPI & Glimpse detectors
Source code : .
mesalab git.tar.zst Git repos: SAPP, Protocol Plugins, Stellar-on-SAPP, Stellar,
Maat, tsg-os-buildimage
Confluence 2 archives VPN signature logs, Psiphon collateral-damage analysis
Jira geedge jira.tar.zst Deployment tickets (Myanmar, Ethiopia), bug fixes

Other 14 files + filelist -




CENSORED PLANET LAB @ Censored Planet

Going Beyond Inference

01 How does this system parse and analyze traffic?

02 What processes does it implement to block VPNs and circumvention tools?

03 Can we find empirical evidence of real world deployment?
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Background on the Data Leak

Geedge Networks

Founded in 2018, in part by Fang Binxing, the “Father of
the Great Firewall”

Ties to the Massive and Effective Stream Analysis
(MESA) Lab and Chinese Academy of Sciences

Flagship product: Tiangou Secure Gateway (TSG)
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Civil Society Reporting

Groups such as Amnesty International, IntersecLab,
and Justice for Myanmar had privileged access to the
leak and reported on non-code files and documents.

Documented Exports to Countries

Reported deployments in Pakistan, Myanmar, Ethiopia,
and Kazakhstan
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DPI Architecture

Processing 0 Evaluation
q

Flow reassembly and protocol parsing Checking against defined censorship
policies

} v

Ingress s Interference A"I‘A
| -

Where traffic is received Connection termination
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TSG Architecture - SAPP

Stream Ingress

SAPP (§3.1) |

Raw Packet Ingress T

SAPP: Raw Packet Ingress
and APIs

e Indevelopment since 2005
e layers 2-4: Ethernet, IP, TCP/UDP

e Stream reassembly — hands off to
plugins

e Exposes APIs for packet drops and
injections
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TSG Architecture — SAPP Protocol Plugins

\

SAPP Protocol

( Plugirgg (§3.2)
QuIC || SIP

SSL || HTTP

SAPP (§3.1) |

Raw Packet Ingress T

SAPP Protocol Plugins:
Stream Ingress

e Perform protocol detection and
attribute extraction

® EX. SSL plugin extracts:

0 O O O O

Server Name Indication
Cipher Suites

Extension Lengths
Certificate fields
Computes JA3/JA4 hashes
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TSG Architecture - Stellar & Stellar-on-SAPP

: Stellar Plugins
I[ QDPI ][ Glimpse J[ Session ]

(§4.2.2) (§4.2.1) Flags
" SAPP Protocol
: Plugins (§3.2)
Stellar on | |
SARP ey || QUIC || SIP

. SAPP(§3.1) |

Raw Packet Ingress T

_______________________________

Stellar-on-SAPP: Stream
Ingress

SAPP plugin that converts SAPP streams
— Stellar sessions

Stellar: new, separate platform

Consumes stream data directly from
SAPP

README self-describes as "transition
solution"
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TSG Architecture - Maat

Base Libraries

. libCBD Maat ‘ e Internal description: "unified

E | (§41) (§3'4) ‘ description framework for network flow
0 o B e e e A processing configuration"

Maat: Rule Setting Engine

Load
blocking e Plugins invoke Maat to scan attributes
Maat Tables : rules — receive blocking decision
ATTR_SERVER_FQDN: e Rule format: action + sub-action +
blocked.com condition

ATTR_SERVER_FQDN: : :
torbidden.com e Wide attribute vocabulary: addresses,

ATTR_SERVER_FQDN: ports, ASN, country, SNI, tunnel
ce_nsored.cor_n metadata, raw payloads
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TSG Architecture - Firewall

________ Publishes [ Firewall Co
- A | | Firewall: Administering
: = (§83.5) [(«- . Blocki
L ' Telemetry | ! ocking
events ' 1
Npawe | e Operates as both a SAPP and Stellar
ggtll}s/point = | Matching plugin simultaneously
: _functions > e Receives parsed attributes from both
! E(__Registers platforms
! ; callbacks e e Scans attributes against Maat rule
_______ o Actions tables
Reset, Drop, . . . .
Inject Decisions e Applies blocking decisions via SAPP
SAPP | stream API

Blocking Decision
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TSG Architecture - Full

_______________________________

Stellar Plugins ' Publishes

Firewall

(§3.5)

E , messages
[ QDPI ][ Glimpse }[ Session ]
L (§4.2.2) (§4.2.1) Flags ) " telemetry
R T s —————— QVEnis
SAPP Protocol
i 1 Calls
Plugins (§3.2) ' entrypoint

Stellar on ; [ QUIC ][ SIP ] | functions

SAPP (§3.3) ——
i eagisters
| SSL || HTTP || calbacks

Stream Ingress A .

- Rule

— Matching
Blocking
Actions

. SAPP(§3.1)

Raw Packet Ingress T

* Blocking Decision

]( Inject Decisions

Base Libraries

{ ibCBD || Maat |
|41 || (834 |
R — W— ,.“L‘._oé&uu -

blocking
Maat Tables . rules
ATTR_SERVER_FQDN:
blocked.com

ATTR_SERVER_FQDN:
forbidden.com

ATTR_SERVER_FQDN:
censored.com
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Application Detection Systems

In-Hous

Context-Based

Base Library in Firewall

Geedge's own engine, formerly
named AppSketch.

Full classification is costly
to build from scratch.

Third-Party
ﬂ
: FREE
Glimpse SOFTWARE
Stellar Plugin

Wraps libprotoident, a free software
project from the University of
Waikato

O @ LibtraceTeam / libprotoident

nDPI iy

COMMERCIAL
QDPI SOFTWARE
Stellar Plugin

Calls into Qosmos ixEngine, a
commercial DPI library
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In-House Signature Development: Risk Levels

VPN $3E X4 FE#icR — VPN Signature File Update Log

Risk Key Contents

Atlas VPN, Cyber Ghost VPN, Express VPN, Flash VPN, Hide Me VPN, Hotspot
Shield VPN, Ivacy VPN, Nord VPN, Opera VPN, Psiphon-Server, TunnelBear
VPN, Turbo VPN, Turbo VPN-Payload, Urban VPN, VPN Unlimited, WARP,
Windscribe VPN

4 Gecko VPN, Psiphon-CDN, Psiphon-QUIC, Tor Browser, Ultrasurf VPN

3 Cyber Ghost VPN-Payload, Refraction Networking, WARP-Enhanced
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In-House Signature Development: Fingerprints

VPN $3E X4 FE#icR — VPN Signature File Update Log

Name

Fingerprint

Express VPN

SSL JA3 fingerprint match

HideMe VPN e UDP firstclient — server payload length == 54 bytes
e UDP first client — server payload matches 0x000000016628
Psiphon common.app id ==68o0r199

Server FQDN matches .com, .net,or .org
Matches 1,023 CDN IP ranges
Excludes 56,396 known legitimate FQDNs
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Overblocking Concerns: Ethiopia Jira Ticket

[E21 3L35]) b EAE— A5 H AL E £ 4~ VPN deny 108
psiphon, BFXFSRIEE: UEBOR I 2 AN W2 A7 £ R4 deny . Ml 32
AN VPN deny SEMECR [E21 site] Customer configured mul-
tiple VPN denys (including Psiphon) in one policy. When validating
the policy, several other applications were also denied. Customer
is not satisfied with the VPN deny policy behavior.

In the internal lab env, T9K accessed: tiktok.com/about, bbc.com,
edition.cnn.com, nytimes.com.

(1) Test IP not in Psiphon3 Client IP — access OK.

(2) Test IP in Psiphon3 Client IP, server IP not in Top Server IP, SNI
not in Top SNI — access denied.

(3) Test IP in Psiphon3 Client IP, SNI in Top SNI — access OK.
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Customer-driven Development: Myanmar Jira
Ticket

OMPUB-1372: [M22 W H] Signal ji; | & ¥ & LetsVP-
N/LanternVPN FEHE LT K

[M22 Project] Signal app blocking and LetsVPN/LanternVPN sig-
nature extraction requirements

(1) Requirement for blocking the Signal application: when the app
enables the “censorship circumvention” option, the blocking is in-
effective. Based on experience from the previous Project K, please
extract and merge the corresponding signatures. (Higher priority)

(2) LetsVPN signature extraction. (High priority)

+(3) LanternVPN signature extraction: discussed and confirmed
with the M client; no specific completion time required (may take a
long time). (Low)+
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Building and Running TSG

mesalab_git/ : : mirror/repo.geedge.net/pulp/content/8/x86_64/stable/
i tsg/tsg-os-buildimage ] : AppSketch/ protocol/ tsg/ framework/
Configuration files: sapp.toml, main.conf : 8 qqpl—deteCtor*'rpm ftp*_fpm firewa"*_rpm libcbd*.rpm
RPM versioning:[manifest.yaml | ) ! glimpse_detector”.rpm ssh*.rpm hasp-tools*.rpm libmaatframe*.rpm
- N : rdp*rpm conn_telemetry*.rpm librulescan*.rpm
stellar/ : , | stellar/ J ssl*.rpm session_flags*.rpm libfieldstat4*.rpm
stellar, stellar-on-sapp, and stellar-dev-env , 1 | stellar_on_sapp*.rpm http*.rpm sf_classifier*.rom libMESA_sts*.rpm
! dns*.rpm traffic_sketch*.rpm lIbMESA_prof_load.rpm
! latform/ uic*.rpm licy_sketch*.rpm libosfp*.rpm
tango/maat MESA_Platform/ ! zaip?p,*_rpm q [f 2 tgtal] ??[9);6&53 i |ib?dskgfk§*.rpm
Maat rule syntax | [ sapp, quic, http, ssl, dns : : tcpdump_mesa*.rpm ... [23 total]
_______________________ Ve = o o o o e o o e o= - - wm Em o EE Em o mE EE E M EE R N EE R EE WM MR EE EE E EE M e mm mm e mm mm e o m= w

mhems: cne Tagged Release: ESisl dns-2.1.7.1da8dfa-1.e18.x86_64.rpm

From|manifest.yaml: DNS Git Info: DNS RPM Full Name:
version: 2.1.7.1da8dfa Commit Hash: 1da8dfa
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Building and Running TSG

Configuring & Running TSG

We configure and run TSG, loading relevant modules
(DNS, SSL, QUIC, etc..).

sapp use main config file: ./etc/sapp.toml
[MESA_handle_runtime_log_creation], INIT zlog finish,
Using (etc/sapp_log.conf).

Produced by

otocol/s o init succ, using [72] us
success'
I ol ic/quic.so init succ, using [855] us
successl
ocol/mail/mail.so init succ, using [1091] us
success'
col/http/http.so init succ, using [1329] us
uccess!
ocol/ftp/ftp.so init succ, using [1840] us
P success!
I )col/dns/dn 0 init succ, using [1320] us
S success!

Docker Testbed

We test the DNS, HTTP, TLS, and QUIC protocols and
trigger injections, drops, and deferred blocking.

Ul for Apache Kafka  83b5a60 v0.7.2

"CustomBlockedApp",
ESSIS
"blocked.com",

"CustomBlockedApp",

 nciioon e _, ) (e
—> —>( N
*I—

127001 A
WW
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Where is TSG deployed? ,Oa

A

Fingerprinting TSG Measurements to Find

Looking at the IP, DNS, TLS, and QUIC —> Real World Deployments

protocols, we can find unique aspects of

Leveraging the fingerprints, we can
TSG’s code. ging gerp

scan for real world deployments of TSG.

We can fingerprint idiosyncratic elements of TSG’s codebase and scan live networks for deployments.
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IP Fragmentation Boundary

Device Observed Reassembly Boundary
TSG 101

GFW 1 500*

GFW II 102

GFW III 0

Henan 0

Kazakhstan 0

Pakistan (RST) 0

Pakistan (DROP) 500*

Myanmar 500*

Note: 500* indicates reassembly was still successful through 500 fragments
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QUIC Permutations

Field | TSG | GFW KZ MM PK

QUIC Version
GQUIC: Q023-40, 4243 X X X
GQUIC: Q041, 44-45 X
GQUIC: Q04649 X
GQUIC: T050-51
IETF: draft-22-28
IETF: draft-29, vl
IETF: v2

QUIC Features
Fragmentation X
Below 1200 Bytes
Forced Negotiation
Multi-Packet Initial

TLS Length Fields
Message Length
Extensions Length
SNI Extension Length
SNI List Length

*x X X

*x X X
R xX X X X *x X

*x X
*x X

x X X X
*x X X X
x X X X

Bypasses Censor X Blocked
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TLS Length Permutations

TSG GFW 1 GFW1II GFW III Henan Myanmar Kazakhstan  Pakistan Pakistan

(RST) (DROP)
Record Length X X
Sess. ID / CS Length X X
Comp. Methods Length X X X
SNI Name Length X v X
SNI Ext. Length X v X X X
Message Length v v v X X X X
Extensions Length X*/v v X v X v X v X
SNI List Length X X X X X X X X

Bypasses Censor X Blocked ¥ Varied
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DNS Fingerprints

DNS Fingerprints

While RFC 1035 disallows forward
jumps, TSG parses incoming
DNS queries up to 17 forward
pointer jumps.

TSG injects DNS responses that
use compression pointers with
the flags Ox8180.

dns_hdr—>qr
dns_hdr->opcode
dns_hdr—>aa =
dns_hdr—>tc
dns_hdr—>rd
dns_hdr—>ra
dns_hdr—>z = 0;
dns_hdr->rcode

/* too many pointers. x/
if(np ++ > 16)
return -1;

//
Vi
[/
//
[/
1
//
//

int get_decompressed_name(char * msg, unsigned charxxptr,
unsigned char xbuf, int buflen, const char xend)

Forward pointer

int set_cheat_pkt_header(dns_hdr_t *dns_hdr)

boundary
lbit: Response
4bits: Query Injected DNS
1b%t: authoritative answer response
1lbit: Not truncated header

1lbit: Recursion Desired

lbit: Recursion Available
3bits: Reserved for future use
4bits: @: No error condition
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DNS Fingerprints

DNS Fingerprints

While RFC 1035 disallows forward
jumps, TSG parses incoming
DNS queries up to 17 forward
pointer jumps.

TSG injects DNS responses that
use compression pointers with
the flags Ox8180.

= We find correspondence
with the GFW’s DNS
Injector 2.

Device Flags Compression 17-pointer 18-pointer
TSG 0x8180 v v X
Iran 0x81a0 X X X
CNInj. 1 0x8580 X X X
CNInj. 2 0x8180 v v X
CN Inj. 3 0x8400 X X X
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TCP RST Injector Fingerprints

static void trick_algo_getrandval_with_seed(

RST Metadata Key int thread_id, unsigned sip, unsigned dip,
unsigned short xipid, unsigned short *win,
u_char xttl, int seed_key, int seed_max_val) {

int val = randgroup[thread_id];

TSG’s RST injection code
supports setting the IPID, TTL,

and TCP window size of the RST if (val * seed_key > seed_max_val) {
. randgroup [thread_id] = 128;
packet according to a seed_key } else {
parameter. randgroup [thread_id]++;
}
*win = (unsigned short)(val + dip % seed_key);
if (xwin == 0)
in = 1; .
el Given two
*xipid = (unsigned short)( packets, can
seed_max_val - val *x seed_key + sip % (¥win)); solve for
' *xttl = (u_char)(val % 200 + 48); l seed_key k

(ipid; — ipid;) + ((sip mod win;) — (sip mod win;))

win j— wini
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TCP RST Injector Fingerprints

RST Metadata Key

TSG’s RST injection code

supports setting the IPID, TTL, Device IP DF TCP Flags Count Stable k

and TCP window size of the RST TSG F RST+ACK* 123 yes (k = 13)*
packet according to a seed_key
parameter. GFW 1 X RST 1 no
GFW II v RST+ACK 3 yes (k= 13)
GFW III v RST+ACK 1 yes (k= 13)
= We find correspondence Henan X RST+ACK 1 no
and GFW llIl. ]
Pakistan X RST+AE+RE 1 no




For the first time in three decades of
anti-censorship research, we have source code
running in a national firewall.
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Conclusion

First Nation-State Live Censorship Active Investigation
DPI Leak Instance - : :

Visit our project website to learn
Tying the leaked code to the GFW, We host our live TSG instance and more atbout ’l:hpclomllng L3S aTEn
we determine this is the first leak make it conditionally available to projects on the leak.
of code used in a national firewall. researchers upon request.
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Conclusion / idk

We present the first technical analysis of the Geedge Networks leak and
reconstruct a locally deployed build, enriching our understanding of TSG's
configurability and rule syntax.
- Censor mental model: Co-occurring, disjoint processes within a single DPI
reveal new complexity beyond the standard multi-DPI abstraction.
- Obfuscation impact: TSG blocks many circumvention tools easily, but
obfuscation raises detection costs—guiding future circumvention tool design.
- Code vulnerabilities: Memory-unsafe C, third-party code reuse, and patchwork
development invite future fuzzing and symbolic execution efforts.
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Additional Fingerprints

IP Fragmentation
Boundary

TSG reassembles up to 101 IP
fragments

GFW Il has a boundary of 102,

TLS Length
Permutations

GFW Il matches behavior of an
older version of TSG’s SSL

plugin.

QUIC Length
Permutations

Kazakhstan’s QUIC parsing
matches TSG’s QUIC plugin,
though the supported versions

suggesting potential similarity. differ.

" TSG GFW I GFWII  GFWII
Device Observed Reassembly Boundary ‘ ‘
TSG 101 Record Length
Sess. ID / CS Length
GFW 1 500%* Comp. Methods Length
SNI Name Length X
GFW II 102 SNI Ext. Length X
GFW III 0 Message Length v v v
H 0 Extensions Length X*/w v X v
enan SNI List Length X X X X

Bypasses Censor X Blocked ¥ Varied
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Additional Fingerprints - TLS Length

Permutations

TSG reassembles up to 101 IP
fragments

GFW Il has a boundary of 102,
suggesting potential similarity.

Device Observed Reassembly Boundary
TSG 101

GFW 1 500%*

GFW II 102

GFW III 0

Henan 0

Kazakhstan 0

Pakistan (RST) 0

Pakistan (DROP) 500%*

Myanmar 500*
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Circumvention Tool Targeting Takeaways

Not developed in isolation

lterative, client-driven processes

Circumvention tool signatures are not developed in isolation. We find
evidence of iterative, client-driven processes where customers can
report failures, set priorities, and flag collateral damage.
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TSG Architecture Takeaways

How does TSG parse and analyze traffic?

= TSG is highly modular. Components are developed and versioned
separately—fingerprinting one plugin does not necessarily imply the
presence or version of another in the same deployment.

(=

The firewall aggregates attributes from multiple parallel processing

paths (SAPP protocol plugins, Stellar detectors) before evaluating
blocking decisions.
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Challenges

Scale of Leak

TSG is highly modular, supporting
different configurations of components.

! Publishes .
. messages | Firewall
—
«———— (§3.5)
| Telemetry
events

Session

<[ 1ibcBD || Maat
s+ || (634

Rule

! Calls
‘ ; entrypoint Matching o ing
Stellaron | :[ QuIC sufunclions Maat Tables | rules
SAPP (§3.3) ! H Registers ATTR_SERVER_FQDN:
| H ked.com
H @ H-I_rP - calbacks Blocking ATTR_SERVER_FQDN:

forbidden.com
ATTR_SERVER_FQDN:
censored.com

T Stream Ingress f Reset, Droy Actions.

,
Inject Decisions
SAPP (§3.1) |

Raw Packet Ingress Blocking Decision

Multiple Versions of
Components

2 of 3 application detection systems
are built off of third-party code. Full
classification is costly to build from
scratch.

. FREE SOFTWARE
Glimpse

libprotoident + nDPI (OpenVPN)

QDPI COMMERCIAL SOFTWARE

Qosmos ixEngine - 4,700+ protocols

Customer-Driven
Signature Development

Tickets show customer requests for app
blocking where they report failures, set
priorities, and flag collateral damage.

OMPUB-1372:  [M22 % H1 Signal J; F & ¥ & LetsVP-
N/LanternVPN $#iEH2 LT K

[M22 Project] Signal app blocking and LetsVPN/LanternVPN sig-
nature extraction requirements

(1) Requirement for blocking the Signal application: when the app
enables the “censorship circumvention” option, the blocking is in-
effective. Based on experience from the previous Project K, please
extract and merge the corresponding signatures. (Higher priority)



The leaked TSG code is running inside China's
Great Firewall. For the first time, we have
source code running in a national firewall.
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LEAK COMPOSITION 572 GiB total - commits thxru Nov 2024

Repo Mirror 463 Git 59 -

Repo Mirror 463 GiB Git 59 GiB m Confluence 46 GiB Jira 2.5 GiB

mirror/repo. tar RPM bundles: Firewall, libcbd, QDPI & Glimpse detectors

mesalab git.tar.zst Git repos: SAPP, Protocol Plugins, Stellar-on-SAPP, Stellar,
Maat, tsg-os-buildimage

Source code

2 archives VPN signature logs, Psiphon collateral-damage analysis
geedge jira.tar.zst Deployment tickets (Myanmar, Ethiopia), bug fixes




