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Cuba Internet History

2009

Political tensions 
prevent U.S. 

company TeleCuba 
from installing 

subsea cable 

2022

U.S. rejects 
proposal to 
install new 

undersea 
telecoms cable

2008

Becomes legal to 
own a computer 

in Cuba

2013

Construction of 
ALBA-1 subsea 
cable complete

1962

Start of U.S. 
Embargo

2024

News media 
continue to report 
on volatile access 

to international 
web services
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From Sanctions to Geoblocking

Hola VPN
Tik Tok
Zoom
Webex

Geoblocking: Server-side 
blocking on the basis of a 
user’s location

1. Regulatory bodies 
publish sanctions

2. Providers interpret legislation 
and implement geoblocking 

3. Cuban users cannot successfully 
request geoblocked domains
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Research Questions

What sort of content is geoblocked?

How is geoblocking implemented at the network 
layer and how does this impact auditability?

How do current geoblocking implementations help 
or hurt user transparency? 

1

2

3
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Challenges

Ethics

Addition of sanctions 
increases complexity

↪ Need to engage with 
Office of Foreign 
Assets Control 
(OFAC) and IRB
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Challenges

Ethics

Addition of sanctions 
increases complexity

↪ Need to engage with 
Office of Foreign 
Assets Control 
(OFAC) and IRB

Vantage Point

Sanctions and poor 
infrastructure

↪ Obtain a VP from a 
collaborator in 
state-owned, only 
public ISP

User Perspective

Wanted to center user 
perspective and learn 
about geoblocking 
first-hand

↪ Engage with 10 
tech-savvy users in 
small-scale study
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Insights from User Study

➔ Observed consistent levels of 
frustration at the negative impacts 
of embargo sanctions

◆ Career opportunities and 
general information access 
especially affected

➔ Participants report 123 domains as 
geoblocked

➔ Suggested lack of geoblocking 
transparency

“...it makes it impossible for us to 
create projects that can be used 

internationally.” 

“It is another form 
of segregation.”

“Blocked sites only affect the 
people who need the knowledge, 

not the government.”
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Measurement and Attribution of Geoblocking

Challenges of Attribution

Test list: Tranco Top 10K list + domains from 
the user-study 
Control runs: Run control measurements from 
the U.S. and U.K. 

We need to handle other reasons 
for failure:

➔ Slower measurement runs 
to handle poor network 
conditions

➔ Traceroutes for censorship 
by Cuban government to 
isolate location of failure
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Example: Blockpage Attribution

<30% 
Length 

Difference

Page Text 
Normalization

90% Similarity 
Agg. Clustering

Access DeniedAccess Denied 
You don't have permission 
to access 
"http://www.mathworks.com/" 
on this server.Reference 404

403

200
Hola | Fast Secure and Reliable Proxy Unblocker & 
VPNEnglishRussianSpanishTurkishNot 
availableUnfortunately Hola is not available in 
your country or region.We're sorry for the 
inconvenience.Read more[...]

1. Parse HTML text and isolate variant 
responses

2. Apply normalization heuristics

3. Use agglomerative clustering to 
group fingerprints

4. Mark clusters with 403 or 451 error 
codes as geoblocking

5. Inspect remainder for 
geoblocking-explicit language
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Prioritizing Attribution

Manual Examination of 
Geoblocked domains
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Cuban PerspectiveExternally-visible Disclosure
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We find 546 domains geoblocked by 
17 distinct implementations

↪ 403 Forbidden and TCP 
Timeouts most frequent

27% of geoblocked domains are in 
the Tranco top 2K

Findings – Geoblocking Characterization
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Findings – Geoblocking Characterization

Highest number of blocking in the  
categories of Technology, Business, 
and Economy & Finance

↪ Also see blocking in Education 
and Communication Tools
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Findings – User Transparency

88% of geoblocked domains do not  serve informative notice why they are blocked

We classify blockpage fingerprints by clarity: informative, vague, or none

↪ Only find 79 informative blockpages 
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Findings – Standardization Infrastructure

Infrastructure like CDNs is 
underutilized by clients

↪ Implementations can vary 
widely even within CDNs 

↪ See non-standard blockpages 
served with error codes other 
than 403 (Forbidden) or 451 
(Unavailable for Legal Reasons)
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Findings – Standardization Infrastructure

Infrastructure like CDNs is 
underutilized by clients

↪ Implementations can vary 
widely even within CDNs 

↪ See non-standard blockpages 
served with error codes other 
than 403 (Forbidden) or 451 
(Unavailable for Legal Reasons)

32 blockpages served with 200 OK
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???
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Recommendations

Service providers should implement standardized, transparent  
blockpages to ease auditability and help end users
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Recommendations

Policymakers must work more directly with service providers  for 
large-scale, impactful improvements

↪ U.S. Government spent $47M over the past 3 years to aid free flow of 
information in Cuba

↪ Need better strategies to reduce Internet splintering
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Recommendations

As researchers with the capacity to technically audit this 
ecosystem, we should engage more  to encourage positive change
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